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MPUS5 Configuration Sheet S-0271

Both the robot and operator radios must be configured as described below:

* Max total power level for the chain of three RF devices must not exceed 100 mW.

* Set radio power level to 15.0 dBm - 32 mW (from the drop down options on the radio configuration
page).
* Set the bandwidth to 10 MHz.

Default radio configuration

Below are the default radio configuration settings for Spot and the tablet controller.

* Frequency: 2.412 GHz (Channel 1)
* Bandwidth: 10 MHz
* Power: 15.0 dBm — 32 mW per chain

* Management password: "Password"

NOTICE
When changing the frequencies, refer to the following sections of the MPU5 Basic
Operator Manual.:

* Computer configuration: pages 40-55
* Security key: pages 57-59
* RF and Node Configuration: pages 60-61, 76
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Set the security key

1. Loginto a known working MPUS5 radio.

2. Navigate to Security > Status > Display Key.

Wave Relay Management Interface H

Node Name: Node 2 (172.26.1.2) o —

NodeStaes | NodeConfieuration | NewworkStas | Netwerk Confiruration I Security | Hel | LewOut

Security Help

Status 79

[‘Dﬂﬂa!imﬂ
Display Kay

J- Set Key P I

I— Network Password P

|—zm.'=. »

J— User App Install #

Port Access P
|_

Copyright € 2023 Persistent Systems, LLC
Wave Relay® s 3 registered trademank of Perssvent Systems, LLC
Clowd Relay™ & 2 trademark of Penssient Systems, LLC
Acoess 0o and'or use of This Interface does noi cosrvey any ownership righis = the irademarks, regsviered or otherwise, beloageag to Pesuistent Sysiesn, LLOC

3. Select OK on the following warning.

10.3.1.254 says

Wamning: only view plaintext key in a secure environment.

Cancel

4. Select and copy the existing key.

Wave Relay Management Interface
Node Name: Node 2 (172.26.1.2) 2%
NodeStatus | Node Confipuration | Network Status Network Configuration | Security | Heln | LozOut

Current Key

Mode = CTR-AES-256+HMAC-SHA-256

Size = 768 bits

Value =
fa9bsdfaabddd2018033b2d661362036e0233232a66126b9618108de68e5daa7
790c295df740eac81188f26dcbo18b5e7567884cab32635a6bdf2eb6c5bc@8bb
24fafd42756ee7407a0edB851a92able@c1183f6ac1813b85b6eBa3d63 006120

Press below link to return to Security Configuration screen.

Return to security configuration

Copyright © 2023 Persistent Systems, LLC
Wave Relay® is a registered trademark of Persistent Systems, LLC.
Cloud Relay™ is a trademark of Persistent Systems, LLC.
Access to and‘or use of this Interface does not convey any ownership rights in the trademarks, registered or otherwise, belonging to Persistent Systems, LLC.
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5.

6.

7.

Log into the new radio and navigate to the Security tab

Wave Relay Management Interface

Node Name: JH-NYC-CR-2 (17226 19.11)

["Set |(in hex with optional whitespace between bytes)

Random key:

Node Status I Node Configuration I Network Status I Network Configuration Help Log Out
Security
— Status

Error: network key zeroized
— Set Key
Update:
Crypto Mode | Recommended: 256-bit AES-CTR with HMAC-SHA-256 (Suite-B) ¥
Enter key

— Zeroize

R T —
Zeroize All Critical Security Parameters [(Key. Password and HTTPS certificate)

— User App Install

Status: Enabled

« This will Zeroize All Critical Security Parameters
o Key
o Management Password
o HTTPS certificates
« Aswell as perform an Android Factory Data Reset
o deletes all user installed apps, data, settings, etc
© Wave Relay configuration is preserved

Disable User App Instal

oy
4

4

In the Crypto Mode dropdown, select Recommended: 256-bit AES-CTR with HMAC-SHA-256

(Suite-B).
— Set Key
Update: | Node v
Crypto Mode | Recommended: 256-bit AES-CTR with HMAC-SHA-256 (Suite-B) [v
IS8 S Recommended: 256-bit £ R : A-256 - EE—

Backwards Compatible: 256-bit AES-CTR with HMAC-SHA-1

Set (in hex with optional whitespace between bytes)

Random key: Generate

Paste the previously copied key from the existing radio and select Set.
— Set Key

Update: | Node v]
Crypto Mode | Recommended: 256-bit AES-CTR with HMAC-SHA-256 (Suite-B) ~ \

Enter key:]123456781234567812345678123456781234567812345678123456781234567812
345678123456781234567812345678123456781234567612345678123456781234
567812345678123456781234567812345678123456781234567812345678

Set |(in hex with optional whitespace between bvtes)

Random key: Generate

© 2025 Boston Dynamics, Inc. (EU/UK/Australia/New Zealand)



	MPU5 Configuration Sheet S-0271
	Default radio configuration
	Set the security key

